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Amendment to the existing KYC instructions for the M2M connections  
On March 21, 2024, the Department of Telecommunications (“DoT”) released an amendment to the existing know 
your customer (“KYC”) instructions for M2M connections (“M2M KYC Amendment”) addressed to licensed telecom 
service providers (“TSP”), relaxing the restrictive features for M2M connections. Through the M2M KYC Amendment, 
the DoT has relaxed the erstwhile instructions of May 16, 2018, and May 30, 2019 (“Erstwhile Instructions”) in 
relation to the restrictive features for the subscriber identity module (“SIM”) cards used only for M2M communication 
services. 

The M2M KYC Amendment has amended the Erstwhile Instructions to allow the use of SIM cards for M2M 
communications services in the following manner: 

1. Outgoing / incoming calls will be allowed to/from predefined set of maximum 4 (four) numbers only. 

2. Likewise outgoing / incoming SMSs will be allowed to/from predefined set of maximum 4 (four) numbers only. 

3. Data communications will be allowed on a maximum of 100 (one hundred) predefined public internet protocol 
(“IP”) addresses/ uniform resource locator (“URLs”) with fixed access point name (APNs) or equivalent 
technology options by the TSPs. 

4. These restrictions are not applicable to calls made to emergency numbers like police, fire, ambulance, etc. 

A list of such numbers/IP addresses is to be provided to the TSPs while obtaining M2M SIM cards. At a later stage, if 
the need arises, the TSPs can be requested to change/reconfigure these numbers and will not apply to data 
communication on private networks/VPNs. 

 

Conclusion 
With the relaxation in the restrictions on data communication through the M2M KYC Amendment, data 
communications to a large number (100(one hundred)) predefined public IP addresses/URLs can now be undertaken 
which is likely to allow the M2M service providers to offer the services to a wider customer base without the use of 
multiple SIM cards. 
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Telecommunications & Broadcasting Practice 
Our Communications practice is handled by a team with specific domain-expertise, and we advise various 
stakeholders in both Telecom & Broadcasting sectors on a wide range of transactions and assignments that 
involve constitutional, legal, contractual, commercial, regulatory and policy advice. The practice is led by an 
expert who has over 35 years of experience, and with the team having expertise in handling diverse aspects of 
the Telecom sector (financial reform, spectrum management, legal and strategic change). We advise 
broadcasters, BPOs, internet service providers (ISP), operators and investors in the Global System for Mobile 
Communications (GSM) and the Code Division Multiple Access (CDMA) technologies, and new investors on 
diverse licensing issues, entry strategies, structuring, national security challenges, and other regulatory issues. 
We represent the interests of licensees and other stakeholders in interacting with the licensor and regulators 
with respect to reforms in the regulatory and policy framework to facilitate business growth drawing upon 
international best practices. We advise and represent investors, broadcasters, and telecom licensees on 
commercial transactions in this sector, including mergers, acquisitions, restructuring, divestment, licensing, and 
project financing. We advise telecom service providers and other corporate houses on all aspects of spectrum 
licensing and allocation, including fundamental issues relating to the scope of spectrum bands, the regulatory 
framework governing their allocation in India, and planning, strategising and following up on their application 
to the Government. 

https://www.linkedin.com/in/tony-verghese-b199662/
https://www.linkedin.com/in/radhika-gupta-76171b192/
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This prism is not an advertisement or any form of solicitation and should not be construed as such. This prism has 
been prepared for general information purposes only. Nothing in this prism constitutes professional advice or a legal 
opinion. You should obtain appropriate professional advice before making any business, legal or other decisions. JSA 

and the authors of this prism disclaim all and any liability to any person who takes any decision based on this 
publication. 
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