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August 2023 

 
Impact of the Data Protection Law on Mergers & Acquisitions and Corporate 
Restructurings 
 

The President of India gave her assent to the ‘Digital Personal Data Protection Act, 2023’ (“Data Protection Act”) on 
August 11, 2023. The Data Protection Act will come into force once the Central Government issues a notification. The 
Data Protection Act gives the Central Government the power to notify different provisions of the Data Protection Act 
on different dates. All indicators point to a swift notification of the law, given that it has been in the offing for several 
years. As organizations ramp up their internal processes and systems, one aspect that deserves careful attention is the 
impact of the new law on mergers and acquisitions (“M&A”) and corporate restructuring.  

 

The Data Protection Act: Key Concepts 
 

• The Data Protection Act is divided into 9 (nine) chapters and 44 (forty-four) sections. The Central Government has 
the power to prescribe rules on several aspects of the data protection framework.  

• The Data Protection Act regulates processing of personal data which is in digital form. It repeals Section 43A of the 
information Technology Act, 2000 (“IT Act”) and by implication the ‘Information Technology (Reasonable Security 
Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011’ ("SPDI Rules"). Non-digital 
forms of personal data will be regulated by the IT Act and the SPDI Rules.  

• Before embarking on a discussion on the topic, certain key concepts of the Data Protection Act are discussed below:  

(i) “Data Principal” means the individual to whom the personal data relates. 

(ii) “Data Fiduciary” means any person who alone or in conjunction with other persons determines the purpose 
and means of processing of personal data. 

(iii) “Data Processor” means any person who processes personal data on behalf of a Data Fiduciary. 

(iv) “Personal Data” means any data about an individual who is identifiable by or in relation to such data. It is 
pertinent that the Data Protection Act does not make any distinction between sensitive and non-sensitive 
personal data.  

(v) “Personal Data Breach” means any unauthorised processing of personal data that compromises the 
confidentiality, integrity, or availability of Personal Data. 
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“Processing” in relation to Personal Data, means a wholly or partly automated operation or set of operations 
performed on Personal Data which implies access and use of Personal Data. 

 

M&A: WHAT SHOULD ORGANIZATIONS PAY ATTENTION TO? 
 

• Section 17(1) of the Data Protection Act states that the provisions of Chapter II (except sub-sections (1) and (5) of 
section 8), Chapter III and Section 16 of the Data Protection Act (“Identified Provisions”) will not apply to the 
processing of Personal Data of a Data Principal by a Data Fiduciary in certain situations.  

• To elaborate, Section 17(1)(e) of the Data Protection Act provides that the Identified Provisions would not apply 
with respect to: 

(i) a scheme of compromise or arrangement or merger or amalgamation of two or more companies; 

(ii) reconstruction by way of demerger or otherwise of a company; 

(iii) transfer of undertaking of one or more company to another company; 

(iv) division of one or more companies; 

(v) approved by a court or tribunal, or other authority competent under law. The scenarios enumerated in 
(i)-(iv) above will hereinafter be referred to as “Exempted M&A Scenarios”. 

• Since Section 17(1)(e) of the Data Protection Act requires an approval from a court or competent authority to claim 
the exemption, the Identified Provisions will apply in other M&A situations. For instance, any processing of 
Personal Data pursuant to a share purchase transaction that does not require an approval of a court or a competent 
authority. In such a case, processing of Personal Data by a Data Processor would face the full rigor of the Data 
Protection Act.  

• The position was different under the Digital Personal Data Protection Bill, 2022 (“2022 Bill”). Under the 2022 Bill, 
a deemed consent was accorded to “mergers, acquisitions, any other similar combinations or corporate 
restructuring transactions in accordance with the provisions of applicable laws”. The language accommodated 
various types of M&A.  

 

Identified Provisions: 
 

As discussed above, the Exempted M&A Scenarios do not attract the provisions of the Identified Provisions. It is 
therefore pertinent to examine the Identified Provisions in more detail.  

Chapter II: Obligations of a Data Fiduciary 

• Chapter II of the Data Protection Act requires a Data Fiduciary to process the Personal Data of a Data Principal 
only in accordance with the Data Protection Act, for a lawful purpose and (i) for which the Data Principal has given 
her consent; or (ii) for certain legitimate uses.  

• The key aspects of the consent framework and legitimate use are discussed below: 

(i) Notice to the Data Principal for consent - A request for consent by the Data Fiduciary should be accompanied 
by a notice to the Data Principal. This notice will detail the purpose of collection.  

(ii) Validity of consent already obtained - If a Data Fiduciary has already obtained the consent of the Data 
Principal prior to the notification of the Data Protection Act, the Data Fiduciary is still required to provide the 
notice contemplated above. The Data Fiduciary can continue to process such information till the revocation 
of her consent.  
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(iii) Specified purpose - The Data Fiduciary is required to process the Personal Data of the Data Principal for a 
‘specified’ purpose only. It cannot be processed for purposes not directly relevant to the object of collecting 
the data in the first place. The law provides several illustrations to make this point. 

(iv) Erasure - Unless retention is required by law, the Data Fiduciary should erase the Personal Data of the Data 
Principal upon the earlier of (a) withdrawal of consent; or (b) the specified purpose is no longer being served.  

(v) Legitimate use - The Data Fiduciary can process Personal Data sans consent if the proposed use is covered as 
a ‘legitimate use’ in terms of the Data Protection Act.  

(vi) Data breach - Upon occurrence of a Personal Data Breach, the Data Fiduciary is obligated to immediately 
notify the affected Data Principal as well as the Data Protection Board regarding such a breach.  

 

Chapter III: Rights and duties of the Data Principal  

Chapter III of the Data Protection Act enumerates the rights and duties of the Data Principal which includes:  

• the right to access information about personal data; 

• the right to seek erasure of their data; and 

• the right to have their grievances settled.  

 

Section 16: Processing of Personal Data outside India 

The Central Government may ‘blacklist’ certain countries / territories for the purpose of transfer of Personal Data.  

Further, if any law prescribes a higher threshold of protection, or specifies any restriction on the transfer of personal 
data outside India, such laws and the restrictions would prevail over the Data Protection Act. For example, the Reserve 
Bank of India’s stipulations on storing payments data only in India would override the transfer provisions in the Data 
Protection Act.  

 

Sections from Chapter II that continue to apply to Exempted M&A Scenarios 

Notwithstanding the exemptions, the following provisions continue to apply to Exempted M&A Scenarios 
(“Applicable Provisions”):  

(i) Obligation to comply overrides the duties of the Data Principal (Section 8(1)): A Data Fiduciary cannot waive its 
obligations under the Data Protection Act by claiming that there exists an agreement to such effect with the Data 
Principal, or that the Data Principal has failed to carry out the duties provided under the Data Protection Act.  

(ii) Reasonable security safeguards (Section 8(5)): A Data Fiduciary is required to protect Personal Data in its 
possession or control by taking reasonable security safeguards to prevent Personal Data Breach. 

 

Our Analysis on what Organizations should focus on: 
If organizations are in the middle of evaluating M&A opportunities at the time of notification of the Data Protection 
Act, they must evaluate the impact of the Data Protection Act on their investment plans. They would first need to 
evaluate whether the chosen M&A structure is covered under the ambit of the Exempted M&A Scenarios or not. If the 
M&A structure is covered, they can then simply focus efforts on ensuring compliance with the Applicable Provisions 
only. If this is not the case, they will need to undertake efforts to comply with all the relevant sections of the Data 
Protection Act. Such compliance will be expected to cover the entire life cycle of an M&A deal, from due diligence to 
post-closing integration. Some of these aspects are explored in the ensuing section.  

Personal Data of customers and vendors  
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• M&A transactions typically require parties to process a lot of Personal Data relating to the target company and its 
business. Such information typically covers Personal Data of employees, vendors, and customers (i.e., the Data 
Principals). If the seller / target is required to disclose (i.e., process) the Personal Data of such Data Principals 
during the due diligence stage itself, the consent requirements under the Data Protection Act must be fulfilled at 
that stage itself.  

• Further, a transfer of business (i.e., ‘slump sale’ in Indian parlance) contemplates the transfer of the entire business 
undertaking. The undertaking typically comprises assets, liabilities and employees relating to a particular business. 
The processing of Personal Data relating to customers and vendors pursuant to the sale of a business undertaking 
would be subject to the consent framework. This would entail the seller of the business (being the Data Fiduciary) 
obtaining the consent of such Data Principals before processing of their Personal Data. Unless such a consent has 
already been obtained, the seller or target entity is required to issue the relevant notice and obtain a fresh consent 
for such processing.  

• Obtaining consents in M&A deals can sometimes prove cumbersome. It can also be time-consuming and this calls 
for a slightly practical and nuanced approach. We have detailed some alternatives as follows:(i) if possible, the 
seller / target can consider disclosing redacted data or anonymised data sets which makes it difficult to identify 
the Data Principal. Such disclosure falls outside the ambit of the Data Protection Act; (ii) defer disclosure of such 
information / Personal Data till closing. To provide the necessary comfort and protection to the buyer, the seller / 
target can offer representations and warranties, backed by requisite indemnities, on the information contained in 
the data sets. 

 

Personal Data of employees 

Certain transactions (like slump sale) contemplate the transfer of employees from the seller to the buyer. This would 
require the buyer and seller entities to exchange Personal Data relating to an employee. This would have required the 
consent of an employee as per the consent framework envisaged in the Data Protection Act. However, the Data 
Protection Act provides that processing of Personal Data for employment is a ‘legitimate’ use. This means that the 
Personal Data of the employee can potentially be processed without the employee’s consent provided the Personal 
Data is used for: 

(i) The employment of the Data Principal.  

(ii) Safeguarding the employer from loss or liability, such as prevention of corporate espionage, maintenance of 
confidentiality of trade secrets, intellectual property, and/or classified information. 

(iii) Provision of any service or benefit sought by a Data Principal who is an employee. 

The seller can argue that the disclosure of such information is required to ensure that the buyer makes comparable 
offers to the employees for joining it. Since such disclosure relates to the employment of the Data Principal, it is covered 
under legitimate use, and hence is exempt from the consent requirements under the Data Protection Act.  

It is however not clear if the above exemption can be availed to process the Personal Data of an employee of a 
subsidiary by a parent. In that case, the Data Principal in question is the employee of the subsidiary and parent. For 
example, A (a multi-national company), which is involved in a restructuring activity affecting the entire group, 
exempted from the consent requirements with respect to disclosure of Personal Data of all employees of the group. 
Depending on the circumstance, it may therefore be prudent to obtain the consent of the employees before processing 
their Personal Data.  

 

Concluding thoughts: 
 

Once enacted, the Data Protection Act has one of the stiffest penalty regimes among commercial legislations. The Data 
Protection Board is empowered to levy a penalty of up to INR 250 (two hundred and fifty) Crores for Data Fiduciary’s 
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failure to take reasonable security safeguards to prevent Personal Data Breach. Failure to report a Personal Data 
Breach entails a maximum penalty of INR 200 (two hundred) Crores. Given that the penalties for non-compliance of 
the Data Protection Act are stringent, organizations must pay careful attention to how the new law impacts M&A 
activity to ensure preparedness and compliance.  
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Mergers and Acquisition Practice 

Ranked among the leading M&A advisors in India, JSA draws upon its experience of working on transactions 
across industries and all sizes to provide integrated solution-oriented advice. Our commercial and innovative 
approach and ease in interactions, resonate with clients eager to do business in India.  Our clients include large 
Indian industrial houses and multinational corporations across industries. We work closely with in-house 
counsels, investment banks and accounting firms to achieve seamless implementation of any M&A transaction. 
Our one-national-practice structure, dedicated team of intelligent and talented M&A lawyers and robust 
infrastructure of well- equipped offices across important locations in India enables us to provide cost and time 
efficient services to our clients. Our sector focus approach to work allows us to interact with diverse M&A clients 
and address the transactions in a more scientific manner with sector experts bringing to bear their experience. 

Our full spectrum of services includes acquisitions and divestments, Schemes of arrangement, mergers, 
demergers and amalgamations, Tender and exchange offers, sale and purchase of distressed assets, 
restructurings, including capital and debt restructuring, buy-back of securities and reduction of capital. The 
M&A practice collaborates with other practices and service lines, including competition laws, compliance, 
environment, employee and social benefits, among others so that a holistic approach is adopted to handle the 
transaction and we are able to provide effective guidance to clients. 

https://www.linkedin.com/in/ajay-g-prasad-b0176345/
https://www.linkedin.com/in/nayonika-sinha-b13665172/
https://www.linkedin.com/in/dheeraj-nair-1868067/
https://www.linkedin.com/in/ridhima-sharma-b7bba3149/
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This prism is not an advertisement or any form of solicitation and should not be construed as such. This prism has 
been prepared for general information purposes only. Nothing in this prism constitutes professional advice or a legal 
opinion. You should obtain appropriate professional advice before making any business, legal or other decisions. JSA 

and the authors of this prism disclaim all and any liability to any person who takes any decision based on  
this publication. 
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