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Notification under the Prevention of Money Laundering Act, 2002, regulating
virtual digital assets

The Ministry of Finance, Department of Finance, on March 7, 2023, issued a notification (“Notification”) under Section
2 (1) (sa) (vi) of the Prevention of Money Laundering Act, 2002 (“PMLA”) which defines the term “person carrying
on designated business or profession”. The Ministry of Finance, through the Notification, has included the following
activities/transactions concerning virtual digital assets (“VDA”) under the definition of “person carrying on
designated business or profession” and thus bringing VDAs under the ambit of PMLA.

exchange between VDA and fiat currencies;

exchange between one or more forms of VDA;

1
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3. transfer of VDA;
4. safekeeping or administration of VDA or instruments enabling control over VDA; and
5

participation in and provision of financial services related to an issuer’s offer and sale of a virtual digital.

Pursuant to the Notification, any entity facilitating or undertaking the abovementioned activities/transactions, i.e., a
VDA service provider (“VDASP”), will now be categorized as a “reporting entity” as per Section 2(1) (wa) of PMLA. As
areporting entity, VDASPs are required to comply with additional compliances under Chapter IV of the PMLA and the
Prevention of Money-Laundering (Maintenance of Records) Rules, 2005 (“PML Rules”). These requirements are
primarily in relation to undertaking KYC of the clients and beneficial owners, undertaking ongoing due diligence on
the transactions facilitated by VDASPs in relation to VDAs, and maintaining transaction related records.

1. Verifying the identity of the client. VDASPs will have to identify and verify their clients and also check whether
they are acting on behalf of a beneficial owner. If the client acts on behalf of a beneficial owner, then the beneficial
owner’s identity must also be verified. Further, the identification of the client and the beneficial owner needs to
be done at the time of commencement of an account based relationship and for transactions of an amount equal
to or exceeding INR 50,000 (Indian Rupees fifty thousand) or any international transaction.

2. KYCReporting. VDASPs will have to register with the Central Registry of Securitization Asset Reconstruction and
Security Interest of India and file the electronic copy of the client’s KYC records with the Central KYC Records
Registry, within 10 (ten) days after the commencement of an account based relationship with a client.

3. Ongoing due diligence. VDASPs will have to undertake ongoing due diligence with respect to the business
relationship with every client (including existing clients) and examine the transactions undertaken by the client.
If the VDSAPs suspect money laundering or financing of terrorist activities relating to terrorism or where it
suspects the veracity of previously obtained client identification data, the VDSAP must review the due diligence
measures, including verifying the identity of the client and obtaining information on the purpose and intended
nature of the business relationship. The VDSAPs are also required to formulate and implement a client due
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diligence program, incorporating the requirements under the PML Rules. The client due diligence program should
include policies, controls, and procedures approved by the senior management of the reporting entity.

4. Appointment of principal officer and reporting to Financial Intelligence Unit - India (“FIU-IND"). Every
VDSAP being a reporting entity, will have to appoint a principal officer and designate a director to ensure overall
compliance with PMLA and the PML Rules. VDSAPs must inform the name, designation, and address of the
principal officer and designated director to the FIU-IND.

5. Maintaining records. VDSAPs will have to maintain records of (a) all transactions (whether attempted or
executed) in a manner that enables the statutory authorities to reconstruct individual transactions, and (b) all its
clients and beneficial owners as well as account files and business correspondence relating to its client. Further,
VDASPs will also have to maintain physical copies of the records of the identity of its clients after filing the
electronic copy of such records with the Central KYC Records Registry.

6. Penalty. In case of non-compliance by a reporting entity under the PMLA, the director of the FIU-IND may issue a
show-cause notice to a reporting entity on account of failure to comply with the requirement of Chapter - IV of the
PMLA. Upon adjudication, the director of FIU-IND may pass an order imposing a monetary penalty which shall not
be less than INR 10,000 (Indian Rupees ten thousand) but may extend to INR 1,00,000 (Indian Rupees one lakh)
for each failure.

The compliances, as notified under the PMLA for VDSAPs are in addition to the KYC requirements under the directions
issued by Computer Emergency Response Team - India on April 28, 2022. Bringing VDSAPs under the ambit of PMLA
is a progressive move, as it reflects that government does not intend to ban VDAs in India. Instead, it intends to regulate
and curb its misuse.

Anti-Corruption, White Collar Crimes & Investigations Practice

To effectively and comprehensively augment its full-service legal offerings, JSA has a well-established and
extensive White-Collar Crimes and Investigations practice. We assist domestic and multinational corporates
with internal investigations and fact-finding exercise along with advice on white collar crimes such as
corruption, bribery, misgovernance, fraud, misconduct, money laundering, cybercrime, embezzlement and all
other economic offences. We also advice on ancillary matters such as employment issues and data privacy
concerns. JSA’s white-collar practice provides comprehensive and end-to-end assistance and advice, from
internal governance concerns to litigation, for global and domestic corporations alike.

We also assist in compliance diligence as part of M&A and PE transactions and vet corporate entities for
compliance with anti-corruption laws and best practices. We conduct internal investigations into claims of
misconduct, fraud and other such matters. Having worked on diverse matters related to compliance
investigations under the (Indian) Companies Act, 2013, India leg of FCPA and UKBA matters, whistle blower
investigations and advisory solutions to implement a comprehensive ethics framework, we have both an in-
depth understanding of the sector as well as the skills required to deliver effective and regulation specific legal
counsel. JSA also conducts training programs and sessions on anti-corruption laws and whistle-blower policies,
code of conduct and ethics, internal controls for the board of directors, key managerial personnel, executives,
managers, employees, agents, and other appropriate third parties, in diverse formats such as one-on-one
training, seminars, workshops, and off-sites.

Copyright © 2023 JSA | all rights reserved 2



This Newsletter has been prepared by:

Gerald Manoharan
Partner

() Chambers 0

TOP RANKED

W Asia- ¢
@ Pacific @

L J @
& 20239
ISA

17 Practices and
24 Ranked Lawyers

[FLR1OXX

11 Practices and
39 Ranked Partners
IFLR1000 APAC Rankings 2022

Banking & Finance Team
of the Year

Restructuring & Insolvency
Team of the Year

Copyright © 2023 JSA | all rights reserved

JSA Prism | Anti-Corruption, White Collar Crimes & Investigations Practice

Manas Ingle

Senior Associate

LEGAL
0'0

16 Practices and
11 Ranked Lawyers

INDIA BUSINESS
LAW JOURNAL

BEST OVERALL
LAW FIRMS

Among Top 7 Best Overall
Law Firms in India and
10 Ranked Practices

13 winning Deals in
IBL] Deals of the Year

10 A List Lawyers in
IBL] Top 100 Lawyer List

BENCHMARK
LITIGATION

7 Practices and
2 Ranked Lawyers

EMPLOYER OF
CHOICE 2021

£ THOMSON REUTERS"

Banking & Financial Services
Law Firm of the Year 2022

Dispute Resolution Law
Firm of the Year 2022

Equity Market Deal of the
Year (Premium) 2022

Energy Law Firm of the Year 2021


https://www.linkedin.com/in/gerald-jerry-manoharan-44a27a1/
https://www.linkedin.com/in/manas-ingle-b2bb72102/

JSA Prism | Anti-Corruption, White Collar Crimes & Investigations Practice

vaHu3a

Ranked #1
The Vahura Best Law Firms to
Work Report, 2022

Top 10 Best Law Firms for
Women in 2022

For more details, please contact km@jsalaw.com

www.jsalaw.com

Copyright © 2023 JSA | all rights reserved 4


mailto:km@jsalaw.com
http://www.jsalaw.com/

JSA Prism | Anti-Corruption, White Collar Crimes & Investigations Practice

o,
advocates & solicitors

Ahmedabad | Bengaluru | Chennai | Gurugram | Hyderabad | Mumbai | New Delhi

0OD®0O®

This prism is not an advertisement or any form of solicitation and should not be construed as such. This prism has
been prepared for general information purposes only. Nothing in this prism constitutes professional advice or a legal
opinion. You should obtain appropriate professional advice before making any business, legal or other decisions. JSA

and the authors of this prism disclaim all and any liability to any person who takes any decision based on
this publication.
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